Communications Systems

Internal Communications

INCIDENT COMMAND SYSTEM ACTIVATION:

· The Incident Command System may be activated by the AOC, the Nursing Supervisor, or the Security Duty Person, although the AOC or the Nursing Supervisor will typically make the decision to activate.

· The activating person will determine the initial ICS team depth. In other words, will determine which ICS positions in the Command and General Staffs need to be filled upon initiation.

· The activating person will contact the emergency room switchboard (Phone number) and instruct them to activate ICS by overhead paging the appropriate disaster Code and the location of the Emergency Operations Center (EOC) if other than Conference Room # 3.  If the operator is unable to activate ICS due to an overhead paging failure or evacuation of the switchboard area, the Incident Commander will rely on the Internal Phone Directory, the group page numbers, the AOC manual, and/or runners to contact ICS members via phone, pager, cell, or direct contact, instructing them to report to the EOC.

· The Incident Commander, Logistics Section Chief, or Service Branch Director (if appointed) will appoint a Communications Unit Leader, who will be given the HICS job action sheet for that position.

· The ICS Support Cabinet is kept in Conference Room # 3. If the EOC isn’t able to be located in Conference Room # 3 the switchboard operator or alternatives as indicated in step 4 will announce the alternate location.

· Request any additional IT equipment needed from the IT help desk person at (phone number).
· Nextel Phones will be distributed as needed in the Incident Command Center.  These phones are kept in the Cabinet in Conference Room #3 and can be used in either phone or radio mode.  They are all programmed with contact numbers for essential function personnel, as well as a disaster group, which will give them access to everyone in the Incident Command group that has a phone.

ESTABLISH ICS INTERNAL COMMUNICATIONS PLAN

· Assess available methods to communicate with Emergency Operations Center staff.

· Distribute radios and/or Nextel phones to Emergency Operations Center Staff. 

· Internal radios (talk abouts) will utilize channel 8 for general communications

· Other Radio channels may be assigned to subgroups for special purposes (e.g., between decon team members, supply requisition, etc.)  Decon team members also have access to radios and throat microphones, which allow them to communicate with each other while suited up in personal protective equipment.  These devices are stored in the cabinet behind the Emergency Department.  Use plain English when using the radios. Most people will not understand complex radio codes or radio language.
· Post staff contact numbers on the Command Center white board, or use LCD to project in command center

· Document anticipated external contact numbers on ICS form 205c and post numbers on the wall in the EOC
· Update ICS 205b/c and white board as changes are made

CVMC Hospital operates three systems of internal communication among hospital staff and employees that serve as communications, coordination, and notification platforms for both normal operations and in the case of an incident or emergency.  Those systems are described in the subparagraphs below. 

ALTERNATIVE AND REDUNDANT COMMUNICATIONS (BOTH INTERNAL AND EXTERNAL)

A wide variety of communication tools are available to CVMC.  These include; hard-wired telephones, System Failure Phones (See yellow hospital phone book for locations of system failure phones, numbers and instructions for operation); paging systems; base radio on HEAR frequencies in ED; hand-held (talk about) radios on multiple frequencies without repeater capability; Nextel and personal cell phones; pay phones; HAM radio (RACES) and runners.
 INSTITUTIONAL (INTERNAL) STAFF COMMUNICATIONS

· Under normal circumstances (power and communications intact and functional), multiple communication pathways are available to ICS for Communication with staff, patients and visitors.

· HICS IV form 205a should be used as a guideline for the methods to notify institutional staff of the nature of the incident as well as their roles and duties.

· Institutional staff communications should be an outcome of the initial ICS gathering. Incident communication plans may vary by magnitude and type of incident.

· The Public Information Officer (if appointed and present) will draft content and have it approved by the Incident Commander prior to distribution.

· If initial staff notification is via overhead paging, staff will be told to stand by for additional information and the source of that information (i.e., Mass e-mail, Runners, etc.)

· Include appropriate safety information (e.g. personal protective equipment for decon or pandemic)

· This document should contain known and verified information which can be shared broadly with staff. It should include directions not to speak to the media directly and to refer all such calls to the EOC. It should also let staff know when future updates can be expected and through what medium they will be delivered.

· Communication to staff will include recommended communications for patients, families, etc. so that staff can keep them informed.

· Staff updates should be released as new information or directives pertinent to the organization are realized.

· Each time new information is released a new Form ICS 205a should be used, completed and filed with the incident log.

External Communications

COMMUNICATE INCIDENT STATUS TO EXTERNAL AUTHORITIES (TYPICALLY TASKED TO LIAISON OFFICER)

· Contact external authorities and resources appropriate to the incident

· Notify Berlin Fire Department (phone number during business hours, or 911 after hours).

· Berlin Police (phone number)
· Local fire/police departments
·  Montpelier
· Police  (phone number)

· Fire  (phone number)

· Barre City
· Police  (phone number)

· Fire  (phone number) 

· Barre Town
· Police  (phone number)

· Fire  (phone number)
· EMS District # 6 via dispatch – 911.
· State Emergency Operations Center Duty Officer (1-800-347-0488)
· Vermont State Health Department (1-800-464-4343) unless Vermont Emergency Management (VEM) indicates that they will notify them

· For partner hospital numbers please refer to The Yellow Hospital Phone Book or HC Standard.

· Communicate situation to off-site CVMC locations (i.e. physician practices, Woodridge, Rehabilitation Sites, Cancer Center)

· Log all communications in the Incident Operational Log Form # 214

·  Update local authorities and resources as the situation changes as appropriate.

· If it is necessary to communicate patient-specific information to authorities (e.g., during potential terrorist activity or criminal situations) consult with Risk Management.  Consider appointing Risk Management to EOC team as a Technical Expert.

COMMUNICATIONS WITH PATIENTS, FAMILIES, AND VISITORS

· Departments/Sections/Units will be responsible for communication of information about the incident to their patients as appropriate for the incident.

· Public Information Officer and Incident Commander will draft a release of information to be distributed to Media, information desks and Doctors’ Offices for distribution to visitors and incoming staff. Signage may be placed at entrances if deemed appropriate by Public Information Officer/Incident Commander. 
Internal Telephone System

CVMC has a comprehensive internal telephone system to each office and department/unit inside the hospital facility as well as off-campus sites.  A directory of phone numbers can be found in each department or nursing unit in the Yellow CVMC telephone book.

Pager System

           The hospital has an overhead paging system that can be used for organization-wide announcements.  

In addition, CVMC has a system of personal pagers that allow for contact of critical personnel on a 24-hour basis.  

The pager directory is available in the telephone book and on-line in the Meditech Library System Group page numbers for specific incidents are located in the yellow CVMC phone book

E-mail

CVMC operates a hospital e-mail system that connects each staff employee and each department via a connection that allows for the transfer of data, communications, and coordination of master calendar schedules through Microsoft Outlook or Meditech.  The Microsoft Outlook e-mail system is capable of accessing the internet and outside e-mail systems, while Meditech is available for internal communications only.  

External Communications

World-wide Telephone System

CVMC has a world-wide capable phone system, which allows communication with all local, state, and federal medical emergency entities.

RACES Radio System

In addition to the regular phone system, the hospital is equipped with a short-wave (1.5MHz-27MHz) HAM Radio and has a Vermont Emergency Management several assigned operators to provide voice communications in the event of a regional emergency in which the normal phone system is unavailable.  CVMC also has its own list of operators that can be contacted directly to assist in more limited scenarios.  Recent improvements to the Ham Radio system allows CVMC to communicate actual data elements via alpha communications as long as we still have computer services.
External E-mail and Data Exchange Systems

CVMC shares in a data exchange system (HC Standard) which allows for transfer of hospital population/bed count information with other hospitals and state agencies, as well as information regarding availability and status of critical supplies and equipment.   This program is an MS ACCESS-based system that requires internet connectivity to function, but is a dedicated system of communications that employs pre-formatted reports and messages, allowing rapid and efficient receipt and transmission of required data both during normal operations and in emergencies.

Disaster LAN

The CVMC Incident Command Group also has access to Disaster LAN for communications and information gathering.  Disaster LAN is a Web-based system that provides a data storage area for various plans, ICS forms, HICS IV forms, GIS mapping, and multiple other functions in addition to providing a system for communications with other disaster agencies and responders.

